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The proliferation of electroni-
cally stored information is creating
numerous challenges for all Cana-
dian businesses. Law firms are not
exempt from these challenges. 

Rooted deeply in tradition, the
legal profession is rooted even
more deeply in paper. Generally
slow to embrace technological
change, law firms are struggling to
manage exponential growth in the
volume of electronic records. Iron-
ically, good records management
generally requires the use of addi-
tional technology — records man-
agement software — in partner-
ship with reasonable, defensible
policies and protocols.

As business organizations, law
firms are subject to a variety of legal
and regulatory requirements for
accounting, payroll and other
common business functions. How-
ever, law firms are distinct from
other businesses in other significant
respects. While record keeping is
important to all businesses, law
firms have a heightened duty to the
law and their clients. Consider that
law firms retain their own records,
as well as those of their clients, and
may be called upon to produce both
types of documents in a variety of
circumstances. In the case of mal-
practice litigation or a law society
investigation or audit, procedural
records such as dockets, accounts
and conflicts procedures will be
critical. An inability to locate and
produce such procedural records
may be embarrassing and/or costly.
Law firms also create and retain
records that represent intellectual
property and work product devel-
oped for clients. Management of
these records is equally critical. 

Lawyers are notorious packrats.
Accordingly, many legal records
management policies necessarily
focus on electronic records from
the perspective of disposal rather
than retention. There is good
reason for this focus. Over-reten-
tion of records creates significant

risks for law firms. Increasing vol-
umes of records decrease business
efficiencies, increase costs of docu-
ment storage and costs of
responding to e-discovery requests
and further increase opportunities
for inadvertent disclosure of or
unauthorized access to confiden-
tial or privileged information. In
fact, records management in the
legal context is a matter of risk
management. 

Business, legal, ethical and regu-
latory risks are best met when firms
implement and utilize a reasonable
records management policy. Such
policies are unanimously endorsed
by the Sedona Canada principles
from 2008 (which outline national
e-discovery principles), the
Ontario Bar Association’s e-dis-
covery guidelines and the judiciary.

However, at the present time, the
vast majority of Canadian busi-
nesses and law firms lack compre-
hensive, defensible records man-
agement protocols. 

Records management policies
Designed to permit organiza-

tions to classify, store and dispose of
records on a pre-determined
schedule, records management
policies came into fashion in the

late 1980s. Commonly titled “docu-
ment destruction policies,” they his-
torically addressed only paper
records. Some of these policies have
been updated in recent years to
acknowledge the emergence of elec-
tronic records. However, in many
cases, the e-directive is simply to
print the electronic records and file
them in the appropriate paper file.
This system is far from ideal.

The benefits of a records man-
agement policy are numerous
and include:
! easy access to and retrieval of
business records;
! the segregation of privileged or
confidential information, thereby
minimizing both the risk of unau-
thorized access to these records and
the corresponding risk and embar-
rassment of inadvertent disclosure,

privacy breaches and/or potential
waiver of legal privilege;
! reduced costs of storage of paper
and electronic records;
! e-discovery costs may be sig-
nificantly lowered in cases of
alleged malpractice, investigation
or audit due to:

• regular, appropriate destruc-
tion, the law firm will not have
excessive volumes of informa-
tion to preserve, search, review
and produce in litigation; this
may reduce fees for forensic or
other e-discovery vendors,
lawyers and other costs related
to the processing, production
and review of electronically
stored information

• claims of spoliation (inadver-
tent or wilful destruction of
relevant evidence in litigation)
can be defended through an
ability to demonstrate to the
court that only documents
slated for regular disposal (well
prior to the reasonable antici-
pation of litigation, investiga-
tion or audit) were destroyed

• the law firm may rely on its
reasonable records manage-
ment policy when applying
to the court for a cost-shift-
ing order when facing an e-
discovery request

• relevant active data will be
available for production,
avoiding the need to restore
(at tremendous expense)
backup tapes and other 
disaster recovery storage.

Common errors

There are a number of common
errors made by Canadian busi-
nesses and law firms in dealing
with their electronically stored
information by way of records
management policy: 
! believing one size fits all — poli-
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The biggest and most frequent
mistake made in website design is a
failure to keep it simple. Simple and
fast access to your informa-
tion is the key to website suc-
cess. More intricate sites that
are difficult to navigate or
take a long time to load do
not attract traffic. The first
minute a user spends on a
website is crucial.

A common mistake is to
structure the content in the
same style as a book or article. A
variety of studies over the last few
years have shown that we don’t read
websites the same way we would a
book or paper. Our eyes don’t follow
the same patterns across a screen as
they do on a physical page, and your

content should reflect that. Try to
make the most important parts of
the page stand out through contrast

or highlight colours.
When viewing a web-

page, people’s eyes tend to
skim over or even skip long
paragraphs entirely. Ensure
that your most important
points get read by placing
them in bullet lists between
short paragraphs. Breaking
pages into sections using

large, bold headlines also helps. 
Your most important points

should be easy to find. There are
three things that people generally
want to know when they visit
your website: what your areas of
practice are; who is available; and

how to contact those people. Each
of these should be clearly marked
on every page.

When listing your areas of
practice, bold, list or otherwise
demarcate that information from
the rest of the page. If you list
important cases or otherwise
expand on your expertise, the
longer paragraphs should be sec-
ondary to your brief overview. 

If your practice is made up of sev-
eral team members, profile them
briefly. Potential clients are more
likely to call you if you offer them a
set of choices from which to select. 

Every site should have a clearly
marked link on every page to your
contact information. Your contact
page should not have unnecessary

information cluttering the screen.
Simply post your mailing address,
phone, fax and e-mail, and pos-
sibly a small map showing where
your offices are located. Your visi-
tors might already know who you
are and just want to know which
number to call. 

Many law websites are guilty of
the same basic mistakes. They are
frequently too dark, too crowded
and, strangely, too flashy. 

It is much easier to read dark text
on a light background than vice
versa. The longer your visitors stare
at white text on a black screen the
more their eyes strain, making them
uncomfortable and more likely to
move on to another firm’s site. 

Just because your job involves

extensive writing doesn’t mean you
need to display that skill on your
website. Keep your content short
and simple. You’ll impress your visi-
tors with a feeling of efficiency and
straightforwardness before they
even get past the first paragraph. 

One of the most common mis-
takes I see on law websites is an
overuse of flash animation. Flash is a
great tool but it isn’t always the best
tool for the job. If you run a media
company, or want to show off a pho-
tography portfolio, Flash is a great
way to be interactive and intriguing.
If you have a website selling your
legal services, however, Flash doesn’t
make any sense. 

Flash websites often run into

Trash the flash, keep your law firm website design simple

Law firms must get grip on e-information now

See Websites, S8
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distant past is very time-con-
suming, and won’t be accurate or
complete. Lawyers who contempo-
raneously create dockets capture a
significantly greater portion of the
work they have done — up to 20
percent more. 

Also, spend a few minutes at the
end of the day reviewing your
dockets, and make any necessary
corrections or additions while
things are still fresh in your mind. 

Standard software billing
codes, for example, “conference
with client” or “review of corre-
spondence,” are convenient, but
they don’t include enough detail.
A detailed time entry should look
something like this: “telephone
conference with client re details of
weekend access problems.”
Detailed time entries serve as a
much more complete record of
the work you did on a file and
communicate the details of that
work to your client on a billing
statement. Detailed accounts will
reduce client complaints, help you
defend your account in the event
you end up before an assessment
officer and help you in the event
of a malpractice claim. 

Cash flow 
Billable hours and billings don’t

tell you enough about the financial
health of your practice and firm.
The key is cash flow management
— what monies are coming into
your practice and where money is
flowing out. Most modern law
office accounting packages have
built-in reports that slice and dice

your firm finances in many dif-
ferent ways that will really help you
see how your practice and firm is
doing, and whether the trends are
positive or negative. On a monthly
basis you should review the fol-
lowing 10 reports: 
1. Overall and projected monthly

billings
2. Projected billings versus cash

flow
3. Actual versus budgeted costs
4. WIP and whether is it increasing

or decreasing
5. Unbilled disbursements
6. Receivables
7. Realization rates
8. Unbilled fees and disbursements

by lawyer, client and area of law
9. Daily individual lawyer time

summaries
10.Client trust account balances for

each and every client

Virtual meetings
Virtual meeting tools let you col-

laborate across the web in ways that
are just as effective as face-to-face
meetings, and they let you signifi-
cantly reduce time and travel costs. 

These tools let you show the
contents of your computer screen
to multiple people via the
Internet. You can create a docu-
ment much more quickly when
everyone can simultaneously view
and comment on the draft as it
evolves. In a single phone call you
can draft and finalize a document
that normally would have taken
many e-mails and redrafts over
days or weeks to create.

GoToMeeting (www.gotomeet
ing.com), WebEx (www.webex.com)
and Acrobat Connect (www.adobe.
com/acrobatconnect) are widely

used virtual meeting tools. Pricing
for the basic versions of these prod-
ucts is extremely reasonable at
around $50 per month. If you avoid
just one in-person meeting a month
you are more than paying for them. 

Speech recognition software 
Speech recognition software

(SRS) finally is ready for the main-
stream computer user. Out of the
box you will get about 95 percent
accuracy, and with training and
practice you can get 99 percent
plus accuracy. While still not accu-
rate enough for final client or
court documents, it is quite useful
for creating draft documents,
internal e-mails or memos to file.
Speech recognition software can
also make you more efficient by
allowing you to direct the com-
puter to do things that you would
otherwise use your keyboard or
mouse for. Among lawyers,
Dragon Naturally Speaking is the
most widely used SRS product. 

Digital dictation 
Digital dictation devices are

roughly the same size as traditional
tape-based machines, but have
numerous advantages. They have a
much greater recording capacity
and let you work on several items at
the same time. You can plug them
into your computer and e-mail the
recordings to your assistant. This
eliminates the necessity of physi-
cally giving someone a tape and
allows work from remote locations.
And when coupled with speech
recognition software, your assistant
could use SRS to transcribe your
dictation on his or her machine. 

Free long distance
Voice over IP or VoiP phone

systems can save on long distance
charges. However, if you have a
high-speed Internet connection
and your computer has a sound-
card and microphone, you can
try VoIP for free with Skype
(www.skype.com) or Google Talk
(www.google.com/talk). You can
only talk to people who have the
same software
installed on their
computer. While
not suitable for
every area of
practice, some
lawyers are using
Skype or Google
Talk to avoid
long-dis t ance
charges, both
improving the
bottom line for their office and
making clients happy as they don’t
pay for long distance calls. 

Social networking
Your clients are actively using

social networking tools and so
should you. These sites let you
market yourself online for nothing.
Look to Facebook to reach a broad
general audience, LinkedIn to reach
a professional/business audience
and Legal OnRamp to reach in-
house and corporate lawyers. 

Do more with less
Most law office staff use only

some of the features in the software
that they already have installed on
their computers. Spend a bit of time
and money on technology training
to get more return on your existing
technology investment. 

Remember that different people
have different learning styles. For
those who prefer a structured
learning environment, community
colleges have reasonably priced
courses on many widely used soft-
ware programs. Those who prefer
self-study can learn from a book or
multi-media tools such as those
offered by Keystone Learning Sys-
tems (www. keystonelearning.com)

that display lessons
right on a person’s
computer. 

For WordPerfect
users and others who
are struggling with
Word, Microsoft
Word for Law Firms
by Donna Payne is
great book for
learning both the
basic and more

advanced features of Word. 
Lastly, if you have a tech-savvy

person in your office, encourage
and reward him or her for helping
to increase the technology skill and
comfort level of the rest of the
people in the firm. 

Rise to the challenge of tough
times by working to use technology
in ways that will make you more
productive. When implemented
properly, technology can help your
firm be more profitable and, at the
same time, provide better service to
your clients. !

Dan Pinnington is director of
practicePRO at the Lawyers’ Profes-
sional Indemnity Company
(LawPRO). He is also editor-in-chief
of Law Practice Magazine and a past
chair of American Bar Association
(ABA) TechShow. 

Investing in technology worth it
Saving
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problems such as slow loading
time, browser crashes, browser
incompatibility and freezing. Have
you ever visited a site that took a
long time to load? Or a site that
actually froze your browser and
caused it to crash? Poorly coded
Flash can cause problems and frus-
trate visitors. Even well-made
Flash websites can cause aggrava-
tion. An interesting opening to

your site grabs attention, but every
time someone comes back and has
to sit through the same animation
their interest diminishes. 

Don’t forget to update your site
regularly, even if you only post
something small every month or so.
Out-of-date links and information
leave the impression that the owner
may be neglectful or careless.
Refreshing the site with new content
creates a strong impression of com-
petence. Even minor changes in con-
tent made frequently leave the

impression that you are up-to-date
and will draw repeat visits.

There are a variety of ways to
improve your existing website.
One very simple method is to have
another web developer study your
website and give you a report cov-
ering problem areas, strengths,
weaknesses and suggestions for
improvement. Many web designers
will offer this service for a reason-
able fee. In return, you gain invalu-
able information about how to
improve your presence on the web.

If you have an updates page that
hasn’t been updated in six months,
it’s not an update. 

A website should provide an
inviting and simple means to
access your business. Even seem-
ingly minor irritations may be cut-
ting into its attractiveness and
potential growth. !

M. Emily McCutcheon is a profes-
sional webmaster and graphic
designer in Toronto specializing in
small-practice law firms.

THE SALACIOUS TALE of Deidre Dare is a reminder to lawyers everywhere: Think before you post. Dare, a 43-year-old Allen
& Overy LLP senior associate, was fired in early Feburary from the international firm’s Moscow office several weeks after the firm ordered
her to stop publishing installments of an erotic online novel, according to The Daily Telegraph. Now Dare is threatening legal action
against her old firm, alleging she faced sexual harassment after she and a male colleague kissed at a party. Meanwhile she is set to
write a column called “Sexpat” for a Russian paper and hopes for a book deal, according to the Telegraph. 

Websites
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More about how
lawyers can get the
most out of social
networking sites
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‘‘The first minute
a user spends
on a website 
is crucial.

Keep law firm website fresh by posting frequent updates


